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Certified Cloud Security Professional certification preparation bootcamp 
 

Intended audience:  
Cloud security experts pursuing (ISC)2 Certified Cloud Security Professional certification 

 

Prerequisites:  
CompTIA Security+ OR (ISC)2 Systems Security Certified Practitioner OR equivalent knowledge 
and skills in information security fundamentals 

5-years of experience in two or more CCSP domains, for example, ISACA Certified Information 
Systems Auditor, (ISC)2 Certified Information Systems Security Professional OR ISACA 
Certified Information Security Manager 

 

Class duration and format: 
5-days 40-hours seminar (80% lectures / 20% practice) 

 

Training materials: 
Student manual in electronic format 

 

Class attendance certificate:  
Issued by training center with instructor’s signature 

 

Certification and exams: 
(ISC)2 Certified Cloud Security Professional 

 

 

https://www.isc2.org/ccsp/default.aspx
http://certification.comptia.org/getCertified/certifications/security.aspx
https://www.isc2.org/Certifications/SSCP
http://www.isaca.org/CERTIFICATION/CISA-CERTIFIED-INFORMATION-SYSTEMS-AUDITOR/Pages/default.aspx
http://www.isaca.org/CERTIFICATION/CISA-CERTIFIED-INFORMATION-SYSTEMS-AUDITOR/Pages/default.aspx
https://www.isc2.org/cissp/default.aspx
http://www.isaca.org/Certification/CISM-Certified-Information-Security-Manager/Pages/default.aspx
http://www.isaca.org/Certification/CISM-Certified-Information-Security-Manager/Pages/default.aspx
https://www.isc2.org/ccsp/default.aspx
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Course contents: 
 

Module 1. Architecture Concepts and Design Requirements 

 

Module 2. Cloud Data Security 

 

Module 3. Cloud Platform and Infrastructure Security 

 

Module 4. Cloud Applications Security 

 

Module 5. Operations 

 

Module 6. Laws and Regulations 

 

Module 7. Meeting the Exam 

 

Class includes Assessment, Intermediate (for every Module) and Final tests with a total of 600 questions, 
answers and explanations as a practice part. 
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