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CISSP/CISM kypchl,

2 Certified Information Systems Security Professional >xone ISACA Certified Information Security
Manager XajibIKapajiblK TaHBUIFAH CEPTUPUKATTayFa JalbIHIATYIIBI aKIMApaTTHIK KayiNCi3miKTi
KaMTaMmachI3 €Ty cajackiHaarsl (Oyman opi- AK) Gaciibiiapra/capamnibsuiapra

Oarapiianran
AJIIBIH a1a TalbIHIBIK JCHIEHl:

1) CompTIA Security+ Hemece ISC2 SSCP ceprudukarray Hemece AK Herizaepi OoibIHIIA
OLTIM MEH JaFapUIapAblH OanmaMalibl >KUBIHTBIFBI

2) AK- HbI 2 X0HE O/1aH J1a KOIl JOMCHJEpP/JC KaMTaMachl3 €Ty CalacChbIHIAFbl 5 KBLIIBIK
toxipube, wmbicanbl, |SACA Certified Information Systems Auditor akmaparThiK
KyHenepinin ayautopsl; CompTIA CASP kopray skyienepiHiH caynermrici; DRIl ABCP
Om3HEeCTiH y3/iKci3airin 6ackapy Taxipuoeci; GIAC GASF dbopensusicel O0MbIHIIIA MaMaH
KoHE T. 0. peTiHje

[TimniM skoHE Y3aKThIFBI:

cemuHap 5 kyH (80% yaksiT nopictep / 20% mpakTUKaIBIK cabakTap)

OJicTeMenik MaTepuanaap:

AFBUIIIBIH TUTIHIE TEOPUSIIBIK KOHE TPAKTUKAIIBIK 00I11M1 6ap OKY Kypasibl

Kypcrtsl OiTipresi Typaibl Kyxar:

OKy OpTaJIbIFBIHBIH KYQJIIT1 )kK9HE cepTU(UKATTAY ONEepPaTOPBIHBIH aIAbIHAA KYMBIC TOXKIPHOECIH
pacTay YIIiH HYCKaylIblFa KYT1HY MYMKIH/ITI.

CepTudukarThlKk MOpTEOETIEp MEH EeMTHXaHIap:

ISC2 Certified Information Systems Security Professional ceprudukarraysr

ISACA Certified Information Security Manager cepruukarrayst

riiht TOO «Star Trainer» +7 (707)2007473 train@startrainer.kz


https://www.isc2.org/cissp/default.aspx
http://www.isaca.org/Certification/CISM-Certified-Information-Security-Manager/Pages/default.aspx

bi3, 6ackapymbutap men capanmbiiapabl ISC2 koncopumymbeinan Certified Information
Systems Security Professional (CISSP) sxone ISACA- nan Certified Information Security
Manager AK canaceianarsl AnteiH CTangapt 0oJibin TaObIATHIH cepTU(UKATTAYFA

ﬁaﬁm anMBbI3 )
ypcC Oarjapjamachl:

Moayne 01. Security Governance Through Principles and Policies
Moayns 02. Personnel Security and Risk Management Concepts
Moayne 03 Business Continuity Planning

Mogayns 04 Laws, Regulations, and Compliance

Monyins 05 Protecting Security of Assets

Moayas 06 Cryptography and Symmetric Key Algorithms
Moayas 07 PKI and Cryptographic Applications

Monyis 08 Principles of Security Models, Design, and Capabilities
Moayns 09 Security Vulnerabilities, Threats, and Countermeasures
Moayns 10 Physical Security Requirements

Moayas 11 Secure Network Architecture and Securing Network Components
Moayne 12 Secure Communications and Network Attacks

Moayns 13 Managing Identity and Authentication

Mogayis 14 Controlling and Monitoring Access

Monyns 15 Security Assessment and Testing

Monyns 16 Managing Security Operations

Monayas 17 Preventing and Responding to Incidents

Monyns 18 Disaster Recovery Planning

Moayins 19 Investigations and Ethics

Moayns 20 Software Development Security

Monayns 21 Malicious Code and Application Attacks

Toxipube peTiHzie ceMUHapFa eMTUXaHAaFbIIail KYpAeulik qeHreiii men yarigeri 600 cypakran
TYpaTbIH Oaranay, apajblK *KoHE KOPBITBIHJIbI TECTTEPI EHI131JITeH.
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KoceiMiia aknapar:
CISSP eMTuxaH JOMEHIEPiHIH )KOHE MOIYJIbACPIIH COUKECTITI:

Monyis 1, 2, 3, xxone 4: Security u Risk Management

Monyns 5: Asset Security

Monyns 6, 7, 8, 9, xxone 10: Security Architecture u Engineering
Monyns 11 xxone 12: Communication u Network Security
Monyinb 13 xone 14: Identity m Access Management (IAM)
Monayas 15: Security Assessment u Testing

Monyns 16, 17, 18, sxone 19: Security Operations

Monyis 20, 21: Software Development Security

CISM eMTHXaHBIHBIH OAPJIBIK TOPT JOMEHIHE CEMUHAP/IBIH AJIFAIIKbBI 3 KYHIHAE OKUTHIH KypC
MOAYJBIEP] COUKEC KeIel.

OKy ChIHBIOBIH ’ka0/IbIKTayFa KOUBLIATHIH TaJanTap:

Op6ip cryaentke Windows OX xone Office 6arnapnamanap nakeriMmeH opHaTbulFaH HTepHET
)emicine Ko xketimai JIOEM GemiHreH.
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