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Security+ certification preparation bootcamp

Intended audience:
All IT-personnel interested in learning Information Security fundamentals planning to get CompTIA
Security+ certification

Prerequisites:

CompTIA A+, Network+ and Server+ certification OR equivalent knowledge and skills in
heterogeneous environment administration (Windows\Linux\Unix)

Class duration and format:

5-days 40-hours seminar (80% lectures / 20% practice)

Training materials:

Student manual in electronic format

Class attendance certificate:

Issued by training center with instructor’s signature

Certification and exams:

CompTIA Security+, SY0-501 exam
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http://certification.comptia.org/getCertified/certifications/a.aspx
http://certification.comptia.org/getCertified/certifications/network.aspx
http://certification.comptia.org/getCertified/certifications/server.aspx
http://certification.comptia.org/getCertified/certifications/security.aspx
https://www.comptia.org/certifications/security#examdetails

Course contents:

Module 01.

Module 02.

Module 03.

Module 04.

Module 05.

Module 06.

Module 07.

Module 08.

Module 09.

Module 10.

Module 11.

Module 12.

Managing Risks

Monitoring and Diagnosing Networks
Understanding Devices and Infrastructure
Identity and Access Management
Wireless Network Threats

Securing the Cloud

Host, Data and Application Security
Cryptography

Threats, Attacks and Vulnerabilities
Social Engineering and Other Foes
Security Administration

Disaster Recovery and Incident Response

Class includes Assessment, Intermediate (for every Module) and Final tests with a total of 270

questions, answers and explanations as a practice part.
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